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Electronic documents are no less subject to disclosure than
paper records.” So said the U.S. District Court for the
Southern District of New York in Rowe Entertainment v.

William Morris Agency.1 Unlike paper records, which require most
companies to rent storage space, electronic documents take up no
additional space and the cost of storing them is negligible.

Because there is little or no need to discard electronic files, a massive amount of electronic data,
including email is now being retained. Much of the retained data is on backup tapes created for emer-
gency uploading in case data is lost accidentally or otherwise. 

Backup data is usually not easily searched. It tends to be stored on a daily or weekly basis, so it is not
indexed by subject matter. The enormous amount of retained electronic data and the difficulty of
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searching it makes it very expensive and time-
consuming to find documents sought to be pro-
duced for litigation or arbitration, and then
review them to see if they can be withheld from
production based on attorney-client and/or work-
product protections. Using shortcuts to conduct a
manual review of edocuments to meet discovery
and hearing deadlines can lead to an inadvertent
waiver of these protections. Spoliation of evidence
may also occur through rou-
tine recycling of backup
tapes, deletion of emails and
changes in documents caused
by automatic computer oper-
ations (metadata).2 This can
give rise to requests for the
imposition of sanctions.

These issues must be dealt
with by arbitrators while still
preserving the speedier
results, limited discovery and
cost effectiveness of arbitra-
tion. This article will discuss
recent court decisions on the
discovery of electronic
records (ediscovery) to help
guide arbitrators and advo-
cates on (1) inadvertent
waivers of the protections
afforded by the attorney-
client privilege and the work-
product doctrine, and (2) spoliation of evidence. It
does not address the extent of ediscovery that
might be appropriate to any particular arbitration.

Discovery Protections in Arbitration
The attorney-client privilege and the attorney

work-product doctrine protect certain documents
from discovery in litigation. These privileges are
also generally recognized in arbitration. For
example, Rule R-31 of the American Arbitration
Association’s Commercial Arbitration Rules,
which governs the introduction of evidence at
arbitral hearings, provides in subpart (c) that
“[t]he arbitrator shall take into account applicable
principles of legal privilege, such as those involv-
ing the confidentiality of communications be-
tween a lawyer and client.”3

Accordingly, counsel may assert these privi-
leges during discovery in arbitration and during
the attempt to use privileged material as evidence
at the arbitral hearing.

In order to assert one of the legal privileges,
the document at issue must be protected by the
privilege and the privilege must not have been
waived. A waiver can occur by producing the
document to an adversary or another person not

covered by the privilege. Waiver can occur from
intentional disclosure or inadvertent production
of a protected document.

Waiver of Legal Privileges
One standard used by courts to determine

whether or not a legal privilege has been waived is
set forth in United States v. Rigas.4 In Rigas, the
court evaluated:

(1) the reasonableness of
the precautions taken by
the producing party to
prevent inadvertent disclo-
sure of privileged docu-
ments; (2) the volume of
discovery versus the extent
of the specific disclosure
issue; (3) the length of
time taken by the produc-
ing party to rectify the dis-
closure; and (4) the overar-
ching issue of fairness.

In Atronic International
GMBH v. SAI Semispecialists
of America,5 the court applied
the Rigas standard to two
privileged emails between a
party and its international
counsel that were inadver-
tently produced because the

attorney handling discovery for the producing
party did not recognize the name of international
counsel. The court found that the inadvertent
production waived any privilege attached to the
emails. The court said the precautions taken by
the producing party were not reasonable because
the emails, which went directly to the heart of the
issues, did not state that they were “privileged” or
“confidential.”

The breadth of a waiver of a legal privilege
varies by jurisdiction. Inadvertent production of a
privileged document may waive the privilege only
for that document or for all privileged documents
on that subject or on all subjects. Arbitrators will
look to the law designated by the parties in the
arbitration agreement, but if the agreement is
silent, they may look to the law of the jurisdiction
in which they are sitting or to that jurisdiction’s
conflicts-of-law rules to determine the applicable
law of waiver. The federal circuits have different
controlling law on the effect of inadvertent pro-
duction of privileged documents:

1. The “strict accountability” rule holds that
an inadvertent production waives the privi-
lege. This rule is followed by the Federal
and 1st Circuits.6
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2. The “to err is human” approach. This ap-
proach requires the waiver to be knowing and
intentional. The 8th Circuit follows this rule.

3. The “balancing test.” This approach is often
used by district courts in the 2nd and 4th
Circuits.7

Development of “Claw-back” Agreements 
As suggested above, the massive amount of

electronic documents potentially subject to dis-
covery greatly increases the number of docu-
ments that must be reviewed for privilege. It also
makes the inadvertent production of a privileged
document more likely.

As a result, it has become increasingly common
to see parties enter into agreements to disclose
privileged materials provided the disclosure is not
taken to entail a waiver as to all privileged matters.
Because courts will give effect to such agreements,
the parties by contract, so to speak, can avoid the
general rule that partial disclosure on a given sub-
ject matter will bring in its wake total disclosure.8

Over the years, attorneys have also entered into
agreements with opposing counsel to protect
against waiver of the privilege. This agreement
usually states that a party who inadvertently pro-
duces a privileged document may take it back
once the inadvertent production is discovered.
The time and cost involved in reviewing electron-
ic documents for privilege has expanded the use of
these “claw-back” agreements. An expansive ver-
sion of these agreements permits a party to pro-
duce all of its relevant documents for review and
selection by the requesting party without waiving
the privilege. Once the requesting party selects
the documents it wants, the producing party re-
views those documents for privilege.

District courts in the 2nd Circuit have ap-
proved the use of claw-back agreements.9 In the
third of four “ediscovery” decisions in an em-
ployment discrimination suit captioned Zubulake
v. Warburg, Judge Shira Scheindlin explained:

[T]he producing party unilaterally decides on
the review protocol. When reviewing electronic
data, that review may range from reading every
word of every single document to conducting a
series of targeted key word searches. Indeed,
many parties to document-intensive litigation
enter into so-called “claw-back” agreements
that allow the parties to forego privilege review
altogether in favor of an agreement to return
inadvertently produced privileged documents.
Court approval of such agreements varies. One

commentator noted that some district courts in
New Jersey refused to enforce claw-back agree-
ments.10 In one case, a privileged memo was

inadvertently disclosed “in the mistaken belief
that the database from which it was produced
contained only nonprivileged documents.”11 Ac-
cording to this commentator, “the court held that
the privilege was waived, despite a claw-back
agreement formalized by a trial court order.”
The court reasoned that “a claw-back order can-
not preserve privilege when parties hand over
documents without privilege review” and that,
“even if disclosure is unintentional, waiver is
avoided only if reasonable precautions are taken
to avoid inadvertent production.”12

Use of Claw-Back Agreements in Arbitration
Parties to arbitration can avoid this problem by

presenting the proposed claw-back agreement to
the arbitrators at an early preliminary hearing, with
a request for an order approving their use prior to
relying upon them in the production of documents.
Without advance approval, the panel may not rec-
ognize the legitimacy of a claw-back agreement
and hold that the privilege has been waived.

Should the question arise in a subsequent pro-
ceeding, the decision maker, whether another arbi-
tration panel or a court, is much more likely to
respect the privilege if the arbitration panel has
entered an order approving a claw-back agreement.

Effect of Change in FRCP Rule 26(b)(5)
The Federal Rules of Civil Procedure (FRCP)

have been amended to specifically address edis-
covery. Although these rules do not apply to arbi-
tration absent the parties’ agreement to the con-
trary, the reasons for the amendment should be
of interest to arbitrators and parties appearing
before them.

The amendment to FRCP Rule 26(b)(5)
(which with other amendments was approved
without comment by the U.S. Supreme Court on
April 12, 2006, and takes effect Dec. 1, 200613)
recognizes the exponential increase in problems
of inadvertent production of privileged material
caused by ediscovery. The Report to the Standing
Committee on Rules of Practice and Procedure,
Judicial Conference of the United States by the
Advisory Committee on the Federal Rules of
Civil Procedure, September 2005, stated:

The problems that can result from efforts to
guard against privilege waiver often become
more acute when discovery of electronically
stored information is sought. The volume of
the information and the forms in which it is
stored make privilege determinations more
difficult and privilege review correspondingly
more expensive and time-consuming yet less
likely to detect all privileged information.
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Inadvertent production is increasingly likely to
occur. Because the failure to screen out even
one privileged item may result in an argument
that there has been a waiver as to all other
privileged materials related to the same subject
matter, early attention to this problem is more
important as electronic discovery becomes
more common. Under the proposed amend-
ments to Rules 26(f) and 16, if the parties are
able to reach an agreement to adopt protocols
for asserting privilege and
work-product protection
claims that will facilitate dis-
covery that is faster and at
lower cost, they may ask the
court to include such ar-
rangements in a case-manage-
ment or other order.14

Rule 26(b)(5)15 as amended
permits a party claiming that priv-
ileged information has been inad-
vertently produced to notify the
other party of the claim and the
reason for it. After notification,
the opposing party is required to
return the document, or segregate
and protect the document or
destroy it; that party may not use
the document in any way until the
claim of privilege is resolved. In
effect, the amendment recognizes
claw-back agreements.

But the amendment may not
protect against a waiver for inad-
vertently produced edocuments.
Hopson v. Baltimore, a recent decision by a district
court in Maryland, though it recognized the rea-
sons for claw-back agreements and the proposal
to amend Rule 26, seriously questioned the effec-
tiveness of such agreements in preserving attor-
ney-client and work-product protections.16

Hopson involved a request “designed to discov-
er the nature, extent and location of electronical-
ly stored records, the Defendants’ IT capabilities,
the nature of archived data, e-mail, and records
retention policies.”17 In ruling on a motion to
compel answers to interrogatories, the district
court recognized that one major concern “was
the cost and burden of pre-production privilege
review of the records sought.” It also noted the
commentary that accompanied the proposal to
amend FRCP Rule 26, which stated that the pro-
posed amendment “does not address whether the
privilege or protection that is asserted after pro-
duction was waived by the production.”18

When amended Rule 26(b)(5) takes effect in
December 2006, parties will be able to raise the

attorney-client privilege and the work-product
doctrine after production of electronic records.
But, as noted by the Hopson court and the commen-
tary to the rule, the rule does not say that docu-
ments produced in accordance with its terms are
protected from waiver of these privileges. For this
reason, the Hopson court warned that “[a]though
the use of ‘non-waiver’ agreements presently may
be growing,” their use is “certainly ... not risk-
free.” The court pointed out that some commenta-

tors are “openly skeptical of the
parties’ ability to insulate them-
selves from waiver as against third-
parties,19 even if [nonwaiver agree-
ments] are enforceable as between
themselves.”20 The court conclud-
ed, “Absent a definitive ruling on
the waiver issue, no prudent party
would agree to follow the proce-
dures recommended in the pro-
posed rule.”

Avoiding Waiver in Arbitration
Arbitration provides an advan-

tage to parties concerned about
waiver of privileges resulting
from ediscovery, as arbitrators
are particularly attuned to the
concerns of the parties before
them, and they are not required
to analyze and conform to the
latest court decision on the issue.
Thus, it is vital for arbitrating
parties to obtain an order from
the arbitration panel (1) relieving

them of the obligation to conduct a pre-produc-
tion review of all edocuments for privilege, and
(2) specifically ordering that the attorney-client
and work-product privileges are not waived by
the production of such documents.

The fact that arbitrations are private proceed-
ings is also beneficial.

Parties should still be concerned whenever
privileged material is produced to an adversary.
While the adversary may not be able to use the
privileged documents, knowledge of what they
contain may assist in the prosecution or defense
of the adversary’s case.

Spoliation of Evidence and Metadata
“Spoliation is the destruction or significant

alteration of evidence, or the failure to preserve
property for another’s use as evidence in pending
or reasonably foreseeable litigation.”21 This gen-
erally means that parties have an obligation to
preserve evidence that may be relevant to matters
at issue in an arbitration as well as a litigation.
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Judge Scheindlin, in the fourth ediscovery deci-
sion in Zubulake, characterized this obligation as
having to put a “litigation hold” in place to ensure
the preservation of relevant documents.22 In the
fifth discovery decision in Zubulake, Judge
Scheindlin held counsel to the same requirement,
saying that counsel should ”issue a ‘litigation hold’
at the outset of litigation or whenever litigation is
reasonably anticipated.”23 She also found that the
litigation hold should be “periodically re-issued so
that new employees are aware of it, and so that it
is fresh in the minds of all employees.” In addi-
tion, counsel must “communicate directly with
‘key players’ in the litigation” and periodically
remind them of the preservation duty. In carrying
out these duties, counsel should become familiar
with the client’s computer system, take affirmative
steps to monitor and coordinate the client’s dis-
covery efforts, and monitor compliance.24 Ac-
cording to Judge Scheindlin, “[c]ounsel must also
make sure that all backup media which the party is
required to retain is identified and stored in a safe
place.” For example, counsel could choose to take
physical possession of relevant backup tapes or
segregate them and place them in storage. Judge
Scheindlin explained that “[b]y taking possession
of, or otherwise safeguarding, all potentially rele-
vant backup tapes, counsel eliminates the possibil-
ity that such tapes will be inadvertently recycled.”

The spoliation rule has led to uncertainty about
the obligation to preserve electronic data, given
“electronic document retention policies that often
include automatic deletion of certain data after a
set period of time (particularly for email).”25 But
courts are addressing these issues. Judge Scheind-
lin discussed them in her ediscovery decisions.
Based on her decisions, one commentator con-
cluded that the litigation hold includes the duty to
stop “any routine recycling of backup tapes as well
as routine email deletion.”26

Electronic documents also involve something
called “metadata,” which may not be accessible by
the average computer user.27 Metadata was de-
fined in the Sedona Guidelines: Best Practice
Guidelines & Commentary for Managing In-
formation & Records in an Electronic Age as:

information about a document or file that is
recorded by the computer to assist the comput-
er and often the user in storing and retrieving
the document or file at a later date. The infor-
mation may also be useful for system adminis-
tration as it reflects data regarding the genera-
tion, handling, transfer, and storage of the data
within the computer system.28

Metadata is further defined as: “all of the con-
textual, processing, and use of information needed

to identify and certify the scope, authenticity, and
integrity of active or archival electronic informa-
tion or records.”29

Metadata includes the computer system’s auto-
matic alteration of documents. Thus, information
can be lost or changed. And when that happens in
a litigation or arbitration, a claim for spoliation
can result.30 Deletion or changes to metadata, as
well as scrubbing metadata to avoid disclosure of
such information, can be deemed spoliation.

Not only that, because of its hidden nature,
“metadata … has the potential for inadvertent dis-
closure of confidential or privileged information.”31

This can result in a waiver of the attorney- client
privilege or the work-product protection or both.

How courts have treated the discovery of meta-
data and its spoliation can provide guidance to
arbitrators and parties. A federal court in Cal-
ifornia enforced an order to discover electronic
data, including metadata. It did not deem the dif-
ficulty of redacting privileged information to be a
reason not to sustain the order.32 A federal court
in Louisiana held that parties have an obligation
to preserve metadata as part of their obligation to
preserve evidence.33

The rules described above with regard to the
identification, preservation and production of evi-
dence and metadata should provide guidance in
arbitration, even though arbitral discovery is more
curtailed. Thus, parties to an arbitration (and
their counsel) should have the same concern
about preventing spoliation of evidence.

Sanctions for Spoliation in Litigation
The case law on spoliation was largely devel-

oped prior to ediscovery. The usual sanction for
spoliation was drawing “a negative inference con-
cerning the content of the missing evidence
against a party that has intentionally, and for an
improper purpose, destroyed, mutilated, lost,
altered, or concealed evidence.”34 That means
inferring that the spoliated evidence was unfavor-
able to the interests of the party who destroyed it.
This remedy punishes the spoliator by giving the
party seeking discovery the benefit of the evidence
had it not been destroyed. 

Judge Scheindlin has commented on the in ter-
rorum effect of an adverse inference: “When a jury
is instructed that it may ‘infer that the party who
destroyed the potentially relevant evidence did so
“out of a realization that the [evidence was] unfa-
vorable,” the party suffering this instruction will
be hard-pressed to prevail on the merits.’”35

Judge Scheindlin has also set forth the burden
of proof in order to obtain an adverse inference
based on spoliation: The party seeking this sanc-
tion “must establish:
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(1) that the party having control over the evi-
dence had an obligation to preserve it at the
time it was destroyed; (2) that the records were
destroyed with a “culpable state of mind” and
(3) that the destroyed evidence was “relevant”
to the party’s claim or defense such that a rea-
sonable trier of fact could find that it would
support that claim or defense.36

The 2nd Circuit has reasoned that “[t]he sanc-
tion of an adverse inference may be appropriate
in some cases involving the negligent destruction
of evidence because each party should bear the
risk of its own negligence.”37

Judge Scheindlin found that the plaintiff in
Zubulake had not established that the content of
the defendant’s destroyed backup tapes was “rele-
vant,” something much harder to do with lost
computer data than with physical evidence of an
accident. Nevertheless, she granted plaintiff’s
motion to instruct the jury to draw an adverse
inference as to emails deleted after a particular
date and emails that were lost when defendant’s
“backup tapes were recycled.”38

Judge Scheindlin found that the defendant and
its employees had been derelict in the duty to
preserve edocuments. She also found that counsel
(1) failed to communicate the direction not to
destroy emails to employees with knowledge of
the litigation, (2) failed to request files from a
knowledgeable employee, and (3) failed to pro-
tect backup tapes.

Judge Scheindlin's quote on the previous page
about the draconian effect of an adverse inference
proved prophetic when the jury awarded the
plaintiff in Zubulake $9.1 million dollars in com-
pensatory damages and $20.1 million in punitive
damages.

Other sanctions that courts have imposed for
spoliation of evidence include an assessment of
monetary damages and precluding the culpable
party’s witness from testifying. In United States v.
Philip Morris USA,39 the court precluded several
corporate witnesses from testifying and imposed
$2,750,000 in monetary sanctions against a com-
pany that deleted emails in violation of a preser-
vation order.

According to one commentator, one court went
so far as to enter a default judgment against a
defendant for its “destruction or failure to pre-
serve electronically stored data including metada-
ta in violation of a discovery source.”40

But in another case, the 2nd Circuit vacated
the dismissal of a complaint as a sanction against
a personal injury plaintiff who destroyed physical
evidence (a tire and a tire-changing machine),
finding that the lower court abused its dis-

cretion.41 The 2nd Circuit stated that “the
applicable sanction should be molded to serve the
prophylactic, punitive, and remedial rationales
underlying the spoliation doctrine.” It continued:

The sanction should be designed to: (1) deter
parties from engaging in spoliation; (2) place
the risk of an erroneous judgment on the party
who wrongfully created the risk; and (3)
restore “the prejudiced party to the same posi-
tion he would have been in absent the wrong-
ful destruction of evidence by the opposing
party.”

Sanctions for Spoliation in Arbitration
Arbitration is clearly different from litigation.

But an adverse inference can be drawn in arbitra-
tion for spoliation of evidence and it can be just
as draconian because the arbitrators hearing the
evidence of spoliation are the ones who will be
deciding the merits of the case.

In addition to drawing an adverse inference,
arbitrators can shift to the spoliator the cost of
additional discovery required because of the spo-
liation.

It is unlikely that arbitrators would sanction a
party for spoliation by precluding testimony from
witnesses. But arbitrators are the judges of the
credibility of witness testimony and they decide
the weight given to that testimony.

It would also be highly unusual for arbitrators
to issue a default judgment against a party who
fails to produce edocuments or metadata.

What arbitrators can be expected to do and
should do is apply appropriate sanctions for spo-
liation of evidence while still assuring that all par-
ties receive a fair hearing.

Effect of Change to FRCP Rule 37(f)
The amendment to FRCP Rule 37(f), also

approved by the Supreme Court and effective
Dec. 1, 2006, authorizes court-ordered sanctions
for spoliation of electronic evidence as follows:42

“Absent exceptional circumstances, a court may
not impose sanctions on a party under this rule
for failing to provide electronically stored infor-
mation that is lost as a result of the routine,
good-faith operation of an electronic information
system.”

The ability to issue sanctions under the
amended rule does not apply to a failure to pro-
duce edocuments in good faith. The Committee
Note states that “good faith in the routine opera-
tion of an information system may involve a
party’s intervention to modify or suspend certain
features of that routine operation to prevent the
loss of information, if that information is subject
to a preservation obligation.”

A R B I T R A T I O N
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Thus, putting a litigation hold on routine re-
cycling or destruction may be required. None-
theless, the Sedona Guidelines state that “it is
unreasonable to expect parties to take every con-
ceivable step to preserve all potentially relevant
data.”43 While courts respect the Sedona Guide-
lines, they are not required to follow them.

Conclusion
Extra care needs to be taken to preserve elec-

tronic data for anticipated or pending arbitration

and to avoid spoliation of electronic evidence.
The law concerning waiver of privileges in

ediscovery and spoliation of evidence is develop-
ing. The best protection against a waiver of legal
privileges in arbitration is for partie.s to agree to a
claw-back agreement and have it approved by the
arbitral panel with a specific statement that the
privilege is not waived as to parties and nonparties
to the arbitration. In the absence of a claw-back
agreement, parties can ask the panel to enter an
order providing for the same protection. n
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